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land1suInssIuNsU LG U (SOP) atiuGu

satanas: LIB-SOP-B03-2570

HAaanas: msn"’smsmwmﬁmLtazmmeial,ﬁaomoﬁ,sﬁa (Risk Management & Business Continuity)

nasafu: 1.0

Juifedula: 1 ganau 2569

Fuiinumudali: 1 aarau 2570 (Wiadla BAEE AT H/Insu8aunlasuiunasdnsadofivadday)

Process Owner: ﬂmwm'mn‘%msm'mLﬁﬂoLtazm'msial,ﬁaamaﬁsﬁa (Risk & BCP Committee) 1aafivimindaunuouiazlseduaanin (vvagnasud 1a
9) tuauaisaazyineu uagiauanisding fluilsysu

vﬁ'au‘imqnsmam‘? Library 5.0 « gnsaansii 1 (Efficient Management) « TQA vana 6.2 (Operational Effectiveness & Resilience) « Enterprise
Priority 5 (Standardized & Resilient Operations) « SWOT (T1, T4, W1)

1. dnailszsiva (Outcome-Based Objective)

Lﬁ'aa's”'m‘;”muﬁssun'lsn"fsm'm'rlmﬁﬂmﬁasn (Proactive Risk Management) wastaiauanunsanlunisiuiadun1izings (Resilience) Tvidiinnaguanans
8130 "aanisal ilaviu eauauas uarluW” msadunuldatienadl daaads wassaiias soniunadnsiials laun n1sbidaidnisaisuuse
(Zero Maijor Disruption), msam‘sm’lumsﬂuwszuu (RTO) av =220%, uarA1sasauaguaavniiu BCP Tlunszuiunisdndesy 100% ganndaviuide
vidi Library 5.0 Aisdasfianufiavituuaznsaniunisildaunilas

2. aauan (Scope)

ﬂsanﬂa,umin%msmmLﬁﬂaLLazminaLqumm@iaLﬁaamaﬁsﬁa (BCP) 1u 5 #idndn (COSO ERM Framework) ﬁaﬁaaoﬁnmamnﬁmmmm:
Strategic Risk: AnuLdavtivensAans (12u mﬂ,ﬂﬁ'uuuﬂaammiuiaﬁ, Juilszanal, ulaunanmiInenan)

Operational Risk: A uL&a961unI5U{ITANTT (120U F2uURN, ATZUIUNITRANAIA, UARIATAIDAN)

Financial Risk: Aut&a9n19nisidu (Lafu gwuﬂaga“ﬁuﬁm, Sauantldau)

Compliance & Legal Risk: mnuidagsiunguanauasngseiiou (1iu PDPA, &28&w3, unnssiu Green)

ok bR

Cybersecurity & Physical Safety: anuiaaasfanielaiuasuasnianin (wiu Ransomware, W', 1viiw, atiiwe)

3. aA1darAaaUd (Definitions)

s -

ANANU ey

Risk Appetite seuANULdnaTiavAnsaansulatunsegiilvang

Risk Register siffauanudes Aszusaavidan nsisadiu wazunu mitigating
Likelihood (L) Tanainanuda (1-5)

Impact (I) NANSENUWINLAAANULEEY (1-5)

Risk Score L x | (1ddmszeu Gh/munmo/ajo/inqm)

BCP (Business Continuity Plan) unuAmNNaaLiaIn1egsAa s msunszinunsadadiaiiauaings
RTO (Recovery Time Objective) nanihwnaluasfluwssuu/nssununistvinduunladoule

RPO (Recovery Point Objective) amm"auar;l”auuﬁoqos{mﬁ'uan%u”t@fmnm"auasgfymﬂ

KRI (Key Risk Indicator) MEaauRaealoniin (Early Warning Sign)

Incident / Near Miss wamsaiiiAadunas / wannsalidauie (1diEausls)


https://git.lib.kmutnb.ac.th/lib-it-kmutnb/tqa/-/commit/14c5d692c8f7e645f1f1bd09715f89b6a3a0d11a
https://git.lib.kmutnb.ac.th/pol4free
https://git.lib.kmutnb.ac.th/pol4free

4. ununuaznlian (Roles & Responsibilities)

UNLIN wiiaNsufAadau

dsrsruaniziineu (aiuiunis) auilé Risk Appetite, BCP, wagsindulalunizinanszauavrnsg
t2nuN15 (vu. /dawaueu/QA) sea@1u9U 52u57U Risk Register Anausu wazfamuanuAuKiin
Risk Owner (Process Owner aiavuanaz SOP) sey Useifiu way mitigating anudnolunssinunmsviauassufintay
Risk Champion (daunuuaazia) tlusadasia tilsede KRI wagsraviu Near Miss/Incident Tudiaauiag
yaannsnnau UFifenuIasaIsaILAN LAdafAalnA LasiinINausu/dauuwny

5. 2iunaun1saitiiudu (Procedure)

[l Phase 2: dszifiunazinasu
(Risk Assessment & Heat Map)

l

© Phase 3: fan1sAnuidas
(Risk Treatment)

e

Phase 4: faanuuastinsgiv
(Monitor & KRI)

l

Phase 5: mausuasuaziluy o
(Incident Response & BCP) X il

l

Phase 6: 13ausiiazilsuilge
(Learn & Integrate)

ANudavatluseau
o o
neaansu'le?
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Phase 1: szyauid e (Risk Identification) - nasuil/uiasiwaouuilag

1. numuvdunasrns (SWOT/TOWS, TQA OFI, VOC, Audit Findings)
2. 53ummﬁﬂﬂuﬂﬁtﬁm°ﬁu (Emerging Risks) t2iu Al Hallucination, loT Vulnerability, PDPA Breach
3. Risk Owner usiagnszulunisiuvinizn Risk Register nanv

Phase 2: dsziiduunaziananeu (Risk Assessment)

1. dsefiu Likelihood (L) wag Impact (1) s¥6iu 1-5
2. @l Risk Score (Lxl) uasinseau:

o . 3nqe (15-25): 6a9Ian15UR s ulEIuILng
. 9 (8-14): savfiunuinnisdaiau daausaiiay

(o]

o O dhunans (4-7): Iansenudné daausa’lasuna
o @ ¢ (1-3): sanfunazihseo
3. &519 Risk Heat Map uavavdns

Phase 3: ¥an15auLd 2 (Risk Treatment)

2

WanAagnsaInTuANNLREITEAL "§9" way "Inga":

e Avoid (Bantae): uqmﬁanssnﬁtﬁmtﬁuw

¢ Reduce/Mitigate (as/auqu): &591u1050130uAN (Control) tdu SOP-A03 (Cybersecurity), SOP-A04 (Safety)
e Transfer (Tautina): vinlszAusds 13a Outsource

e Accept (uausu): aansuauLEnIlusTAURTanS 16 WIDUUNULHTEYLIAG

Phase 4: aaauuaztidisziv (Monitor & KRI)

1. Annum KRI (Key Risk Indicator) ﬁm%nmwmﬁmahﬁ’zg (12w d1u7u Failed Login Attempts, FUUsTUUTA Patch a12n)
2. Risk Champion shavuaaiuy KRI uag Near Miss natsiau
3. d1am Risk Register nn 6 thau

Phase 5: mauauaauaz‘l‘f\luvg (Incident Response & BCP)

1. & mFunssununisddey (Key Processes) siavii BCP ﬁssu RTO/RPO
2. afauuwu BCP (Tabletop Exercise w3a Full Drill) athevasilay 1 a%9 (12u danwnyu Ransomware, aauuwsaululn)
3. ulaifia Incident 39 1llala Incident Response Plan - gausyuu » assiunfaiulagude

Phase 6: 3ausuazidsuilge (Learn & Integrate)

1. vih Root Cause Analysis (RCA) #avtAan Incident Mﬂﬂ%\?
2. ihundeuitlsluldsulse SOP fiAanras uazifuiiniin ONE Improvement Portfolio (SOP-C02)
3. wus Lesson Learned wu Knowledge Sharing Day

6. i nnszLIUNS (Process KPIs) - LeTCl Framework

KPI Name 1izny (Definition) gnsArulal (Formula) atihnung wuavAAYA
(Target) (Data
Source)

Critical Risk saHazURIANMEITYALTNR/FITIT WM (mdaoidunudans / 100% Risk Register
Mitigation Rate AANITURLANAUNITANULHNY ANULRENTNOG +JY

MInum) x 100
BCP Coverage sanaruaINTEIUNSANAifiuay BCP 7 (nszuunsvisi BCP / 100% BCP Register

Fdieauan N3LUIUNTRIAYNINUA)

x 100
BCP Drill sasaruaInN1ITAaNLKy BCP audinuanis (pSoiaianaze / a5 100% Drill Report
Completion 279LLHU) x 100
Incident nanadalunisnausuadsa Incident HRFTINIRINALFUAY / = 30 un Incident Log
Response Time INOAAILETULIIAUAILBUAAY AU Incident
Near Miss Fuu Near Miss igasiaenuwaziintal Tuiuu Near Miss itla WY Near Miss
Reporting Rate U5u1lq9 (wdnvdivimuassumulaansie) unaau'le’ 210%/il Log
Risk Awareness s"aﬂazﬂaauﬂmnsﬁmumsamu (jWuausn / uranns 100% Training Log

Training

Risk/Cybersecurity/BCP

Wanum) x 100

o
ANUA

5181 6
Lhiau

5181l

5181l
518l
Lhiau

a1l

5181l



7. éhahensiidauninudas (Risk Register Example)

ID aundev (Risk) L | Score 5YAU ARUNS uasn1sAIuaud (Control) Risk
Owner
R- Ransomware / Data 3 5 15 ‘ Reduce SOP-AQ3 (Zero Trust, Backup IT (R55WA)
01 Breach (T1) g 3-2-1, Pen Test), ausu
Phishing
R- syuu Sierra/Smart 3 4 12 ‘ Reduce SOP-A03 (Uptime 299.9%, HA IT (R55WAR)
02 Room auaia9 Peak ]9 System), Manual Backup Plan
R- suzayadidnnsaing 4 4 16 . Reduce/Accept SOP-A02 (Usage+Cost+Need, LAsIEU
03 dus1a >15% (T3) inam Negotiate, Open Access) (hun
W)
R- Al Jinny X Tviziayaia 3 3 9 &9 Reduce SOP-A03 (RAG with verified IT (ans
04 (Hallucination) sources, User feedback loop) bifd))
R- yaalnsuanaltaan/ 3 4 12 . Reduce SOP-B02 (KM, OPL, HR-KM
05 wniaal gayda Tacit &9 Succession Plan, Cross- (a5u)
Knowledge training)
R- Wladauan/atduninlu 2 4 8 . Reduce SOP-A04 (Daily Inspection, anAg
06 Wui &9 Warning Signs, (R5alwan)
Thermography)
8. tandsuazduvinninal2iay (Documents & Records)
suALaNAS Hatanans wiidaLAu sTaLANAALAL
LIB-FM-RM-001 wuunasu Risk Register uag Risk Heat Map deuruu/QA 51
LIB-FM-RM-002 wuuwasu BCP (Business Continuity Plan) fenmuau/QA 5 1l (vavvuaangLLNy)
LIB-FM-RM-003 wuuwasu Incident Report & RCA dheviiAaas 51l
LIB-FM-RM-004 wuuwasu Near Miss Report dhafiAenag 31
LIB-FM-RM-005 wuuiurinasAanwwu BCP (Drill Report) Fe I u/QA 51
LIB-RPT-RM-001 FE9UMTUEINTANNLEEI sl fenmuau/QA 51
LIB-POL-RM-001 UTanaAsU3IsANMEEIULaY BCP Aeaueu/QA ARAAAE
9. iszitinsuA‘la (Revision History)

P2 o A = v a ° o o a

asAu un snuazidganisuala WA pay
1.0 01/10/2569 avinatiuusn wiasaesu Library 5.0, TQC 2570 uag Enterprise ALY 3A.05.We
Priority 5 HNSAEAT GE

o o o -9 o a = o A Y _ a
() Auuziindusu Process Owner (aauziinonundinsanuies) lunasiia SOP ilillaiase:

1. uldauann "lananstiansiatlszdiu® dlu "indasiiadadula”: Risk Register ‘Bimsiiu'lna Excel Miflaianiznauazds TQA usiaisiilu Dashboard
nususitlaanaidau iadaduladnassoudlszana (1u ou Cybersecurity, yugisasgrudaya)

2. wiu Near Miss unnn11 Incident: Yaiusssuasdnsiudounsefaimusssui "asrs1a9uidaunaia” atadInrauisiaou Near Miss ualusoda
wseiiudatanalunisilasdu Incident 339

3. BCP ¢iav "uadau" winifudvazidada'le: unu BCP f'liiaaaan = ufiuny n1svin Tabletop Exercise (ﬁoﬂﬂﬁwaaaamummi) Tadtiawa 2 24, we'le’
WRANITILNUKUT 100 KN

4. \iiauTaeiiu ONE Improvement Portfolio: tiamnuaaiinduase vidaunnsnisaiuquauial sasavsain SOP-C02 vwuil wiailaigas PDCA

5. Risk Owner éa Process Owner: atnéonulusiuivin Risk Management 14 Process Owner 21a9 SOP-A01 &9 A07 (flu Risk Owner uadnsz17un1s
fLa9 Wznginidn



nastanTavAutnael TQA uazviasauadtau (Evidence Packaging)

TQA Band 3

a va

e UM 6.2 (NM51H1IEN15): SOP fidandngrundnuas "Operational Resilience" uanufis Risk Register, BCP, Incident Response uag KRI
* 1A 2 (haguns): Nsu3us Strategic Risk (1au asul&sundaswmalulad T4, vuilszuna T3)
e uIA 7.2 (Wadws): KPI (3ag Incident Response Time, BCP Drill Completion, Zero Major Disruption

vavayaaau 2569

& o a o ' a = PN v
o gtia 1.1 (Asudunsaisiatu): nsudrisanudaartiosn n1sld KRI wag Dashboard

Qs aas o Y-

o @if¥a 31 (sruuadana): unasnns Cybersecurity uay BCP 2adszuufIna
Library 5.0

e Standardized & Resilient Operations: SOP finauTand Enterprise Priority 5 1aa659

aa o

o Sustainable & Resilient: nse3aunsansufianningaviomanianwuasdiia

& nrsuitauTuvdu SOP du

SOP vitauTu Anaizasidaniae

SOP-A03 (Digital System) Jufiemau Cybersecurity Risk, System Downtime Risk, BCP 2adssuufIna
SOP-A04 (Facilities) Jufimrau Physical Safety Risk, Environmental Risk, BCP uava1a1s

SOP-B01 (One Data) Jufimuau Data Loss Risk, PDPA Compliance Risk

SOP-C02 (ONE Improvement Portfolio) $u OFI Wiimann Incident wi3a Risk Mdan1slile tiatlaleasdiuilge

nn SOP-A (Core Processes) Process Owner aavsusay SOP @a Risk Owner ﬁm"aassummLﬁﬂd‘lunsznmmmmao

énatine Dashboard &11i5udan 1y SOP-BO3

RISK MANAGEMENT & RESILIENCE DASHBOARD |
frilnvasguanaly waw. | Library 5.0 |

@ Critical Risks Mitigated: 100% (Target 100%) |
High Risks with Action Plan: 100% (Target 100%) |
BCP Coverage (Key Processes): 100% (Target 100%) |
A BCP Drill Completion: 100% (Target 100%) |
® Incident Response Time: 22 uni (Target <30 ui) |
[\ Near Miss Reported & Learned: 14 \3a9 (Target 210) |

© Risk/Cybersecurity Training: 100% (Target 100%) |
N Major Disruption Incidents: 0 a% (Target 0) |

lna1sidninlugduuuy Markdown sav$u GitLab Native Rendering

nasAdu: 1.0 (Risk Management & Business Continuity SOP) | Juii: 28 fuenau 2569
WA AZYINIIULNEAIRNT A1UNUAANANKRII UAN.

Process Owner: Agvinguu3msansdes (\aanuns: u.&8.a5u1 1a91u)

WaWsiG: sd.a5.wew J83 (Wauiuns)

Asnumudaalu: 1 aarau 2570

damnuilaving

v o

"mrsusmTAIIAe 1iletns ndatlynn’ uadanis ieseunwsaulviaviga' tiatviavansanunsand i laaenoiiula wiluan1iei iuiuay 14a
inmrzilavAuivinlvi Library 5.0 gofiuuagswsausufiafduynanuvirnie”



dgqdmnuAuniinzn SOP

SUd ita SOP gauy
LIB-SOP-A01-2570 &y A07-2570 ASELIUNITUAN (7 atly) \&EARUYTAL
LIB-SOP-B01-2570 One Data One Truth \&EaRUYIal
LIB-SOP-B02-2570 Wanuuaansay KM L&5aguysal
LIB-SOP-B03-2570 udisanunduv m%aauusnﬁ(aﬁ’uﬁ)
LIB-SOP-B04-2570 wmsanlssinauaziadadiden &R
LIB-SOP-B05-2570 dassasdnsuazmsnan 8 78
LIB-SOP-C01-2570 TANAUAZIIENIUNA 8 78
LIB-SOP-C02-2570 ONE Improvement Portfolio 8 72
LIB-SOP-C03-2570 NUMUTALRUTUNS 8 72

mnvhusasnslvinudavin SOP arfuda'lil (B04-BO5 uda CO1-C0O3) wia uuuwasu Risk Register / BCP Template wav'ldiaaasu! [;]]



