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3 lanFsuIas1uN 15U i (SOP) atfuéiu

svatanans: LIB-SOP-A03-2570

datanans: NMIWALILATLEMIIsLLLATTR (Smart Digital System Development & Governance)

nasafu: 1.0

Juiiifedula: 1 aa1Au 2569

Fuiinumudali: 1 aarau 2570 (W3adafinnsildaundlassyuuisideay)

Process Owner: ¥uindaimaTuTadasdunadLazuinnssumans@ni (uaisena ﬂjmﬁ'ﬂu)

wifauTavanseaas: Library 5.0 « ansaaasy 1 (Efficient Management) was#d 3 (Smart Technology) » TQA wu3a 6.1, 6.2 « SC6 (Digital Portfolio)
» SC7 (Cybersecurity & Resilience)

1. daauscsiva (Outcome-Based Objective)

aa o

Wawamuazusmssruudiiazasdrinvaguanas (88 szuu u 6 Strategic Domains) Wifilszdngnw Uaaads (diauTasfuiily Integrated Smart
Digital Ecosystem sav5u Library 5.0 uag TQC 2570 1aa3jstiu User Value, System Resilience waz Cost Efficiency ANATIATANTIWIUTELY KU
ns¢unun1s Digital Portfolio Review Ainumiuatominiaua wazudn Sovereign Tech Stack (Self-hosted, Al On-premise)

2. aauan (Scope)

ATALARNIIATTINUDITTULAITATINNA (System Lifecycle) dousinisnumiunainvdia Msaanuuuuazsisiun Msnagauanulaands amsinduldeu
(Deploy) Msfiaeuna waznsdiuilse/anidn Taauiiviilu 6 Strategic Domains:

Domain fnaginvsTUL

1. Core Library & Digital Assets Sierra, EBOOK, DigitalObject, WALAI AutoLib

2. Smart Operations & Facilities SmartAccessControl, SmartHouseKeeper, SmartTransformer
3. Al & Smart Services Al Jinny X, SmartTutor, Chatbot, Recommendation System

4. TQA, Strategy & UX SmartTQA, SmartOKR, SmartVOC, Library Dashboard

5. Green & Sustainability GreenLibNet2024, electricity_db, GLN

6. Knowledge & Workforce SmartKM, SmartTraining, OPL Repository

3. aranAaalu (Definitions)

ANANY gy

Digital Portfolio Review AsnuMIUsTLLASaatvaiaNa adnlssaniilu Keep / Integrate / Improve / Scale / Retire auaaA
ANULFEY LAYANMNANA

Sovereign Tech Stack wIMINsWRILSYILTALiY Self-hosted uag On-premise Al (1ziu Ollama @ 192.168.5.191) wiamiuauzayauay
AANITWINWIANEUDN

System Uptime sasazuaaisruuwsanldouatu SLA (1ihvune =299.9%)

MTTR (Mean Time to L'JmLaéi'ﬂ‘lumsun“’Lmﬂa&lmmzom;iwuauun“lma%a (vilhnung =30 w1 & nsu Incident Angn)

Resolve)

Adoption Rate sasazuadnauihvanaildoussuuasaiauduidoiin

Zero Trust Security wuIIMIsShaNulaaadai "idadafHAIA/sruulalaalions” dasnnasgaunnas

DevSecOps asysannsanulaanade (Security) w'ldlunadunaunas DevOps


https://git.lib.kmutnb.ac.th/lib-it-kmutnb/tqa/-/commit/3f97a8bad4da2ead24953df6ff37baa293c55820
https://git.lib.kmutnb.ac.th/pol4free
https://git.lib.kmutnb.ac.th/pol4free

4. ununuaznlian (Roles & Responsibilities)

UNUIN wiianusudazay

Process Owner (nu.da IT) audldinnuWauissuy sndulauugiu Digital Portfolio Review myuau Cybersecurity uagnuniu SOP
System Owner (Laiagseu) SufinraussuuilasuNauang S1891U Adoption, Uptime, Incident uasiguanuliuilge
Developer / DevOps Team Weurssuuau Agile + DevSecOps qua CI/CD Pipeline uaz Documentation

Security Officer atiunis Cybersecurity Audit, PDPA Compliance, Penetration Test wag Incident Response
UX/UI Designer aanuwuulseaunisaily vin Usability Test uagia CES uavseuu

Data Steward aua Data Quality, Data Governance wag API Integration aaunan One Data One Truth

5. 2iunaun1saitiiveiu (Procedure)

€ Phase 2: aanuuuLasWmUn
(Agile + DevSecOps + UX)

o

(® Phase 3: nagauaNulaaafauaznanIn
(Security Audit + QA)

l

g7 Phase 4: Deploy uag Monitor % 1
(Uptime + Adoption)

l

Phase 5: ¥anauaziliuilge
(PDCA + AAR)

UNIU

FIULn LA
Uptime/Adoption/Security?

WU




Phase 1: Digital Portfolio Review (nn 6 taau)

1. ;yunuayasvuuisruaain System Registry (User Value, Adoption, Cost, Risk, Integration Status)
2. daUssanusazssuuauLNLi:

o Keep: szuunvinoules asdarugidaqiiu

o Integrate: svuuilghaau Witdaulas/sudu
o Improve: szuuiisiagnisusulselsednaain/UX

o Scale: sruufifidnaniw asnanagyldunndu
o Retire: syuuianasie/26/1 &8989 NILKULNLEN

3. W@uaLNuAaAMenssuATS IT wazAtnua Owner TaLau

4. 100% wavszuus1A6adn1u Review nn 6 Liiau

Phase 2: aanuuuunaziicuu (Agile + DevSecOps)

a s wbdRE

i1 API Integration anuu1asg1u One Data One Truth

Phase 3: nasauauldaaasainazaainin

a bk wbdeE

Phase 4: Deploy waz Monitor

a ks 0bdRE

Deploy #inu Staging = Production wsau Rollback Plan

finau Real-time Monitoring (Uptime, Response Time, Error Rate)
7 Adoption Rate wiguduLinvune
il Incident Response Plan (MTTR =30 u1# & 15U Incident 3nga)
1i1 Backup & Disaster Recovery Test nin 6 tiau

Phase 5: iawatazudsuilsy (PDCA + AAR)

wObdPR

iwan1sialddsulselusavda’ld (Learning Loop)
d1iae Risk Register uag Improvement Portfolio

Jmszimnusasnisann VOC, User Journey uaz Pain Points
aanuwuuslanan User-Centric Design way Sovereign Tech Stack
Waruuuu Agile (Sprint 2-4 dla1ii) wiau CI/CD Pipeline

1541115 Security by Design seusdunauaanuuy (Threat Modeling)

QA Testing: Functional, Performance, Usability (CES =4.2)

Security Testing: Vulnerability Scan, Penetration Test, OWASP Top 10
PDPA Compliance Check: asagaunisiiu/1a/llainatiayadiuunna
Accessibility Test: savsurlduarnviara (WCAG 2.1 Level AA)
siagruLnauvinau Deploy naass (Quality Gate)

Tawa KPI nawdiau (Uptime, Adoption, Security Incident, User Satisfaction)
1i1 AAR (After Action Review) naynniasynis/Iincident &1deay

Phase 6: vihlvittluunasgu (Standardization + KM)

P wbd R

wasAIUNSHIU Knowledge Sharing Day wag SmartKM
d1liam KPI Dictionary way System Registry
11 Best Practice llafuszuudu (Scale)

Aavi1 OPL (One Point Lesson) uway Technical Documentation

6. fhiianszuiunis (Process KPIs) - LeTCl Framework

KPI Name

System Uptime

Security Breach

Adoption Rate

MTTR (Critical

Incident)

Digital Portfolio
Review

1eny (Definition)
s“aﬂazmaanmﬁszuuahﬁmu
wiauladeu

AWIULUANITAIEIUAINY
Uaasdundunanataya/scuu

sasavaadnauiihnunaildey
FEUUIFY

naadalunsualaiom
inge

sauavaITvLUF A AHIY
Portfolio Review

gasAaruras (Formula)
(awsaulad / Lan
Manum) x 100
dud1uu Incident
(A laase / nguiih
uune) x 100

HARTINLIAILATY [/ FUU
Incident

(szuuvisinu Review / szuu
drAauienua) x 100

atihnung

(Target)

=99.9%

0 asv

=70%

=30 unii

100%

wuiavaaya (Data
Source)

Monitoring
Dashboard

Security Log /
Incident Log
System Log

Incident Log

Review Report

o
AU

seLfau

a1l

N

1asuns

seLfau

nn 6
Lhau



KPI Name tieny (Definition)

sauavaadsvuud Ay Aiianiae
API|/Data Aussuuau

Integration Rate

@

User Satisfaction ANUNInalasassuuAINa

(System)

7. Asudiseanduy (Risk Management)

aMandav (Risk) wansznu (Impact)

sruusasiu/adradau (SC6, WT2) geauiavudszuna ildduau

faya’rlva sTuuvigavinoy
GHNHIGEN

Cybersecurity Breach (SC7, T1)

szuuWewa Vendor/Cloud an Lock-in aAusaLiiag

aauan

gansA1uran (Formula)

(spuuvi Integrate / szuu
d1day) x 100

Aadaazuuy (1-5)

atihnung wuavaaa (Data AU

(Target) Source)
=80% System Registry el
=4.50 UX Survey 578 6
hiau

1asn15AIuAud (Control Measure)

@ o

9&uvin Digital Portfolio Review 1n 6 Lfiau wsauuwy Retire Adaiau

DevSecOps + Zero Trust + PDPA Compliance + Pen Test sail +
Incident Response Plan

Sovereign Tech Stack (Self-hosted, Ollama On-premise) + Multi-
source Strategy

wenuszuulaaBiweidaeeilad

yaainsd Skill Biummatuiad

(SC5, T4)

m”aaga"l:iw‘f‘lau‘im (Silo) (W1,

szuu'hignlad Adoption 6in

Weuunseuuan § Bug unn

srevugihgday dagulafawain

1i9A@u1in UX Research + Usability Test nau Deploy + 7a CES »n

1asua

Capability Matrix + IDP + Training =20 zu./au/il + KM Sharing

One Data One Truth + API Standard + Data Governance

SC2)

8. lanasuariiuvinAanaias (Documents & Records)
sidtanans dalanans windafu
LIB-FM-DPR-001 wuuwasu Digital Portfolio Review /e T
LIB-FM-SEC-001 wuuwasu Security Audit & Pen Test Report We 1T
LIB-FM-INC-001 Incident Log & Response Report fe T

LIB-FM-UX-001

LIB-FM-REG-001

LIB-RPT-IT-001

wuuwasu Usability Test & CES Survey
System Registry & APl Documentation

5729714 Monitoring Dashboard s1aiiay

9. Useiansun‘la (Revision History)

Qs

nasdu Sui

1.0

01/10/2569

srgaztdaanisunla

fe IT + dhausng

fe T

fe 1T

favinatiuusn wiasaesu Library 5.0, Digital Portfolio uay TQC 2570

sULANAALAL
51

51

31

31

aRamalsyuy + 3 1l

51

[ o 1

nvin Waula

ALLVITULNEAROT 3A.A7.WeN fidA

o [ o -9 = [ A\ Y _ a
() drnuzindusu Process Owner (uadszwa) Tun1siia SOP iilal1adase:

1.

Digital Portfolio Review @avir1a: Lildua

ng

w3a Integrate athvas 5-10% waan Technical Debt
. Security 13i12f Phase uatilu Culture: {9 DevSecOps 12i1'11Tu DNA uasviu Developer A Commit siadrilu Security Scan daTuiié wagvin
Threat Modeling Aautsuiisianslsi

fsruuazlsnie” udsasnaulnlein "szunlvumisag stunluuasld” va 6 WWau dasfiszuuiign Retire

. Sovereign Tech Stack damaulailsau: n1sld Ollama On-premise uay Self-hosted Services ‘hildudiFasnaiia usiilu Strategic Resilience 7
iliinmuAutaya anA1lddasvasen) uavsassu Al lataelaife Vendor

nau'lilg UX »n3a Communication

Adoption ddeuni Feature: svuuvialailaszuuiisi Feature way uadaszuu silailaienuase o Adoption Rate na'lasuna uwagd16inii 70% siav

P 'y % P~ . = o o v o o a
. wfanlaedu TQC 2570: nnszuusavil Owner, KPI, SLA way Evidence Miasiadautdaunasle tWasasiunisuseidiu TQA nuia 6.1 uay 6.2



@ AsidautavALnae TQA waziiavanadiau (Evidence Packaging)

e TQA uua 6.1 (MsaanuuunszIUAIs): SOP fuanads Digital Portfolio Review, System Owner, uwag DevSecOps AdaLau

a va

e TQA uuIa 6.2 (n151H176n15): KPI 329 Uptime, MTTR uay Security Breach Aandngiuidolszdns
e TQA uuna 7.2 (Hadwseuilfiicinns): Adoption Rate way Integration Rate ssviaulse&nanin
e avaNaALaU (6hdi3m 3.1): szuu Al Jinny X, Smart Room, Smart Payment, Library Dashboard & uwamuiann SOP i

e SC6 & SC7 (Strategic Challenges): SOP finaulantinanseias Digital Portfolio uay Cybersecurity

& nsvitauTaedu SOP au

- o -
SOP ivdianTev Aneaznsianay

Aavi

ar

SOP-AO01 (Service Design) TTUURAI uIsiavsavsu Customer Journey fiaanuuulu A0T

SOP-A02 (Resource Management) szuu Sierra, EBOOK, DigitalObject atianalsi Domain 1 ua9 SOP i

SOP-A04 (Facilities) seuu SmartAccessControl, SmartTransformer ata1als Domain 2
SOP-B01 (One Data) API uag Data Standard siasaaaaaadfiu KPI Dictionary aag BO1
SOP-B03 (Risk Management) Cybersecurity Risk 1u SOP fisiasgniaing Risk Register na19uas BO3

mnvinusiagn1sTvinudavin wuuwasu Digital Portfolio Review Template, Incident Response Plan Template #3a SOP aiiuda‘ly (A04-A07) wav'le
LeeAd!



